
PRESS RELEASE

Revealed: Brits are missing key steps

when it comes to scam prevention

• 70% of Brits don’t change passwords regularly

• Less than half opt out of third party data use

• Less than half (45%) exercise caution when connecting to free Wi-Fi

• The group most likely to be exposed to online harm is 18-34 year olds

London, UK – 5th July 2022: Rightly, the independent data champions and consumer data
action service, today reveals that despite spending more time than ever online, Brits are
failing to take basic security steps, leaving themselves exposed to scams.

The research, conducted among 2000+ adults across the UK, found that almost half of Brits
(48%) have fallen victim to a scam or come close, with over a third (37%) losing money as a
result. In London these figures are even more stark, with nearly two-thirds (64%) having
experienced a scam or having come close. Younger people are particularly vulnerable to
scams with 42% of 18-34 year olds, and the same proportion of 35-44 year olds having
previously fallen victim, despite both these groups over indexing in confidence that they are
safe from online harm.

Despite 70% of Brits feeling that they have taken adequate steps to protect themselves from
scams, this research reveals that many are still leaving themselves vulnerable to exploitation
from bad actors.

A large proportion of Brits are savvy when it comes to well-known measures such as not
replying to emails that look suspicious (85%), being wary of pop-ups (81%), and using virus
protection (73%), but there are other less well-publicised risks still taken by many.

Think before you connect:

Less than a third of Brits (30%) regularly change their passwords, while only 45% are wary
when it comes to connecting to free Wi-Fi. As the summer holiday season gets underway
and travel returns to normal, many of us will take the opportunity to connect to public Wi-Fi in
airports, hotels, and restaurants. But with almost a quarter of the world’s public Wi-Fi using
no encryption, this means that data sent and received while connected to this network could
fall into the wrong hands, leaving personal and financial information at risk. Perhaps
unsurprisingly given that they are most likely to experience online harm, only a third (35%) of
18-34 year-olds hesitate before using public WiFi, compared with 58% of 55-64 year-olds.



The data broker plague:

The study also revealed that 48% of Brits regularly opt out of third-party data use. Many
businesses will encourage customers to opt into sharing their data with selected third
parties. But ticking this box means consenting to private and personal information finding its
way into the wrong hands. This personal data gets sold on to so-called data brokers who
build a highly detailed profile of the individual. This data can be sold on multiple times to
companies who will use it for highly-targeted marketing. Even more concerningly, this
personal information will often end up on the dark web where it can be exploited by
fraudsters. Again, research revealed that the older generation is more savvy when it comes
to sharing their data – 56% of over 65s always opt out, compared with just 39% of 18-34
year-olds. These results also vary by region, with those in the East Midlands most likely to
opt out (57%) compared with East Anglia, where only 42% of people regularly opt out of
sharing their data.

How the cookie crumbles:

All web users will be familiar with the cookie pop-ups which appear when browsing websites.
But despite their ubiquity, only 19% of Brits regularly reject these to avoid sharing personal
information. While cookies are often used to improve the online experience, third-party
cookies can be used by advertisers and analytics companies to track and sell user
behaviour, contributing to the vast pool of data held by third parties.

James Walker, CEO at Rightly, comments, “While many of us are aware of some of the
steps we can take to protect ourselves online, scammers continue to evolve and their
methods become ever more sophisticated. We all know by now that our personal data has
real value, but it’s time to take control of how it is being used to stop the wrong information
falling into the wrong hands. Understanding how our data is being used and shared – and
how to prevent this – is the biggest thing we can all do to stop these bad actors in their
tracks.”

Rightly Top Tips on protecting personal data

● If you are connecting to a public Wi-Fi network, consider using a VPN (virtual private
network) app which will encrypt everything you send and receive over this network

● Change passwords regularly and ensure you use separate passwords for each
account. Avoid passwords which contain personal details such as names of streets
and pets

● Always opt out of sharing your data with third parties. As soon as you tick this box
you relinquish control of who has access to your data and how they are using it

● Clean up your data footprint by deleting your data from those that don’t need it.
Rightly Protect allows you to request data deletions to as many companies as you
like for a single click and for free

~ ENDS ~

https://right.ly/rightly-protect/company-search-type/
https://right.ly/rightly-protect/company-search-type/


Notes to editors

Methodology

Rightly partnered with Atomik Research to conduct an online survey among 2,005 adults in
the UK. The research fieldwork took place between 7th-10th June 2022.

About Rightly

Rightly, Champions of Data, is an independent data action service committed to
championing your rights and helping you police, control and manage your personal data held
and used by organisations.

We all share data with businesses without knowing how it will be used or where it is going to
end-up. Businesses use this data to make money and yet you never see this value. With the
mass of information we all put into the digital world through all kinds of websites from social
media to banking to travel companies, we can all make ourselves vulnerable to hackers and
spammers. By using Rightly to clean things up for free you can help yourself protect your
identity, your family and your finances.

We all live, work and play in a world of data. It makes things possible today that we could
only dream of a few years ago. But this new world can be shady and overwhelming. We’ve
all heard about data misuse and theft. As well as informing people about their rights, Rightly
actively champions on your behalf, helping and supporting you through the process of digital
self discovery.

Rightly is responding to a growing demand to take control of personal data by providing you
with a free and simple online service to help you uncover your digital footprint. This enables
you to make informed decisions about how your data is being used and personally benefit
from the value of your data.

We believe in good data and that used rightly, data makes the world a much better place.
Good data helps build strong relationships. It raises understanding, influences decisions and
makes life easier.

Treating data rightly is the way we earn trust. Trust earns us the right to work with people
and their data.

Rightly's purpose is to help individuals and organisations make good use of data. We help
you understand your data rights and obligations and equip you with the tools to manage,
share and use data rightly.

Our mission is simple: to make managing your online data as easy as it can be.

Our vision is a future where data is managed, shared and used Rightly.



Rightly has deep expertise in GDPR, data protection and the prevention of hacks, spam, and
scams. It connects people and businesses, allowing you to send data requests to multiple
companies at once and enabling businesses to respond securely.

Rightly believes it’s time for you to take back control of your data.

To help people protect themselves, manage how they are profiled online and control
where their data is used, Rightly has launched a new simple and free service.  It
enables individuals to ask organisations to delete what information they hold on
them. This reduces the risk of data harm and exposure to scams, hacks, fraud, data
breaches and spear-phishing.

Rightly Protect can be found HERE.

Visit our website or contact pr@rightly.co.uk for more information.

https://right.ly/rightly-protect/
https://right.ly/

